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The national security environment has grown increasing volatile, uncertain, complex, 

and ambiguous. Increasingly, threats to national security will be unconventional threats 

of context that arise from the environment. These threats will include dangerous 

strategic shocks with catastrophic effects that require the rapid reorientation of national 

priorities. In order to effectively plan for and respond to these threats, an integrated 

whole-of-government response will be required. Effective whole-of-government planning 

for and response to strategic shocks is a challenging undertaking, one for which our 

nation is currently ill-prepared. This paper defines and examines strategic shocks and 

threats of context, presenting examples of each and their impacts, examines the 

challenges the U.S. Government experiences in planning to prevent or mitigate the 

effects of strategic shocks arising from threats of context, and provides 

recommendations on how it can improve its ability to effectively manage our nation’s 

future security challenges.  

 

 

 

 

 



 

 
 



 

 
 

Strategic Shock: Managing the Strategic Gap 

If such scenarios are sufficiently plausible and sufficiently worrisome—
posing a credible and serious threat to American security—then senior 
national security decision makers should devote time and resources to 
address them. 

—Andrew Krepinovitch1 
Military Futurist 

 
In the fall of 1991, the George H.W. Bush cabinet struggled to develop policy 

responses to the collapse of the Soviet Union— a “strategic shock” that had caught the 

Bush administration and much of the world by surprise. The United States had faced its 

Cold War enemy since the end of World War II and developed, over time, an effective 

strategy of containment in response to the threat posed by the Soviet Union and its 

efforts to spread communism.2 The U.S. Department of Defense had developed 

strategic plans to militarily respond to myriad Soviet military actions, up to and including 

nuclear war, and had built a well trained and well equipped military establishment 

whose primary focus was to contain Soviet expansion and deter a cataclysmic nuclear 

war. Despite decades of intense study of the Soviet system and suggestions that the 

internal inconsistencies it contained might one day cause the dissolution of the union, 

the U.S. Government did not possess a strategy to deal with the demise of the Soviet 

Union, the resultant newly independent states, or the transformed international 

environment. 3  

In the months and years following the collapse of the Soviet Union, the U.S. 

Government would have to dramatically reorient its strategy and develop the new 

policies required to effectively manage the new uni-polar environment. The U.S. 

Department of Defense (DoD), long focused on countering Soviet ambitions, would 

have to reorient and develop new strategies and organizational constructs to operate in 
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the dramatically changed security environment. The strategic shock created by the 

collapse of the Soviet Union arose not from the hostile designs of a foe (a threat of 

purpose), but was instead a threat that developed slowly over decades and emerged 

suddenly from the strategic environment (a threat of context4). Because the collapse of 

the Soviet Union required a dramatic reorientation of the U.S. Defense establishment, it 

was a defense-relevant threat. The collapse of the Soviet Union is illustrative of the 

challenges of forecasting and planning for strategic shocks arising from threats of 

context. 

The U.S. Government, through its Department of Defense, is adept at conducting 

strategic planning for conventional military threats that can be categorized as defense-

relevant threats of purpose or threats posed by hostile design or intention.5 The U.S. 

has struggled to forecast and conduct effective strategic planning to prepare for and 

respond to strategic shocks that are caused by unconventional threats, particularly 

those that develop from threats of context arising from conditions common to the 

environment itself.6 Unconventional shocks are the likeliest and most dangerous shocks 

that will occur in the future and often arise from the analytical “gap” that separates 

planning conducted for conventional contingency events and events that some would 

categorize as highly speculative because of their low likelihood of occurrence. This 

paper will define and examine strategic shocks and threats of context, present 

examples of each and their impacts, examine the challenges the U.S. Government 

experiences in planning to prevent or mitigate the effects of strategic shocks arising 

from threats of context, and provide recommendations on how it can improve its ability 

to prevent or mitigate strategic shocks when they do occur. 
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Strategic Shocks 

As the example of the collapse of the Soviet Union illustrates, the occurrence of 

strategic shocks can have significant implications for nation-states and the international 

community at large. Whether the strategic shock is the collapse of a government, a 

devastating natural disaster, or a wealth destroying financial crisis, effectively 

forecasting strategic shocks can be difficult, and effectively responding to the events 

can be incredibly disruptive and expensive. Before looking at the sources of strategic 

shocks, it is important to define terms.  

Peter Schwartz and Doug Randall suggest that despite the attendant 

astonishment when devastating surprises occur, they are in fact quite often inevitable. 

The underlying causes or developing trends are frequently known, but have not 

received the requisite attention until the inevitable became either eminent or has 

occurred.7 Schwartz and Randall describe strategic surprises as “game changing 

events” that have three key characteristics that separate them from run-of-the-mill 

surprises: they have “an important impact on an organization or country,” they 

“challenge conventional wisdom” to such an extent that it is difficult to convince others 

that they are even possible, and it is difficult to imagine what actions can be taken in 

response.8  

When applied in a defense related construct, it is important to differentiate 

between the terms “defense-specific” and “defense-relevant” when applied to strategic 

shocks and the threats from which they arise. A defense-specific strategic shock is 

triggered by an explicitly military action and generates a military effect. A defense-

relevant strategic shock arises from a non-military action or event, but results in a 

military effect or response. Nathan Freier, a Senior Fellow at the Center for Strategic 
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and International Studies (CSIS), expands on Schwartz and Randall’s definition, 

applying a U.S. national security perspective in stating that a defense-relevant strategic 

surprise “forces DoD to act earlier than anticipated—often in unfamiliar or unexpected 

operating space—but still within established defense conventions.”9 Defense-relevant 

strategic surprises, while disruptive to the national security establishment, are distinct 

from defense-relevant strategic shocks, which Freier says, “force sudden, unanticipated 

changes in DoD’s perceptions about threat, vulnerability, and strategic response.”10 

While surprise generates evolutionary change in outlook and mission, shock triggers 

sudden revolutionary change in that it “redefines ‘when,’ ‘where,’ and ‘how’ DoD 

responds.”11 Armed with an understanding of what strategic shocks are, it is important to 

understand their origins. 

The contemporary strategic environment is increasingly volatile, uncertain, 

complex, and ambiguous (VUCA) and will remain so for the foreseeable future. Many 

defense leaders and strategists believe that the most likely and potentially the most 

dangerous security shocks will be unconventional in nature. That is, that they will be 

challenges that are not in the traditional war fighting construct, but arise from conditions 

and involve contingencies that are defense-relevant. This is logical given the dramatic 

decline in the incidence of traditional state-on-state warfare over the last two decades 

and a perceived increase in threats arising from the activities of non-state actors and 

conditions in the security environment.12 Unconventional shocks by their very nature are 

difficult to foresee. They occur in a “blind spot” or “gap” where uncertainty reigns. 

Freier suggests that unconventional defense-relevant shocks occur in 

“conceptual territory between the well considered and the purely speculative.”13 On the 
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planning continuum that extends from conventional contingencies to highly speculative 

but catastrophic events, DoD is well practiced at conducting planning for conventional 

contingencies and defense specific strategic surprises. At the far end of the spectrum 

where low likelihood, highly speculative but catastrophic shocks reside, some selective 

planning occurs. This is limited to events that can be envisioned and have such 

catastrophic effects that planning is deemed necessary as a hedge. An example of such 

planning is that conducted for a catastrophic meteor strike on Earth.14 The gap between 

the conventional and highly speculative receives minimal consideration or planning 

effort, and it is here that Freier suggests the greatest potential resides for strategic 

shocks. It is in this gap that resides the “unconventional ground where irregular, 

catastrophic, and hybrid ‘threats of purpose’ and ‘threats of context’ rise and combine 

and is the likeliest source of strategic shock for the nation and its defense 

establishment.”15  

Threats of Purpose 

Threats of purpose arise from the hostile design or intention of a foe that is 

intentionally acting to affect damage or harm. Threats of purpose may be either 

defense-specific or defense-relevant depending on whether military means are being 

employed. Defense-specific threats of purpose may be conventional or unconventional 

depending on the means or methods used by the foe. An example of a strategic shock 

triggered by a conventional defense-specific threat of purpose is the December 7, 1941, 

Japanese attack on Pearl Harbor that brought the U.S. into World War II.  

In today’s security environment, unconventional shocks are perceived by many to 

be both more likely and more dangerous than conventional shocks. An example of an 

unconventional defense-relevant strategic shock arising from a threat of purpose is the 
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terrorist attack conducted against the World Trade Center and the Pentagon on 

September 11, 2001 (9/11). The terrorists did not use a military means to conduct the 

attack, instead they used civilian airliners as “flying bombs.” Historically, DoD planning 

efforts and resources have been focused on conventional defense-specific threats, 

while significantly less planning resources have been applied toward defense-relevant 

challenges, particularly those that are unconventional. Given the decreased likelihood of 

traditional warfare and the perceived increase in unconventional threats in the current 

environment, planning for unconventional threats is receiving greater emphasis in 

planning efforts. 

The 9/11 attacks are illustrative of potential future purposeful shocks. Foes will 

increasingly look for ways to circumvent the traditional U.S. dominance in military 

capability. They will increasingly use asymmetric means to target perceived U.S. 

weaknesses and the threats of purpose seen will be increasingly “hybrid threats.” F.G. 

Hoffman defines hybrid threats as “any adversary that simultaneously and adaptively 

employs a fused mix of conventional weapons, irregular tactics, terrorism, and criminal 

behavior in the battlespace to obtain their political objectives.”16 Hoffman’s definition of 

hybrid threats describes many actors in the current security environment such as 

Hamas, Hezbollah, and the methods employed by the Taliban in Afghanistan against 

coalition forces. The increasing prevalence of non-state actors and state-sponsored 

actors in the current and projected future environment that will employ unconventional 

and hybrid methods are only some of the purposeful threats that could generate 

strategic shocks. Many security professionals believe that despite the challenges posed 
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by threats of purpose, particularly those that employ unconventional or hybrid methods, 

greater risks are presented by threats of context. 

Threats of Context  

Freier defined threats of context as threats “emerging in the absence of hostile 

purpose or design.”17 They are not the result of planning on the part of a foe, but arise 

from the environment itself. Because the specific nature or origin of contextual shocks is 

so difficult to foresee, their effects potentially so significant, and the development of 

effective responses so challenging, many deem them the “least understood and most 

dangerous.”18 Since contextual strategic shocks arise from the environment, there are 

ample examples of their occurrence in history. 

Pandemic disease has, throughout human history, arisen to cause shocks to 

human demography and cultural development. An example is the Black Death, a 

Bubonic Plague outbreak from 1348-1350 that caused an estimated 75- 200 million 

deaths world-wide and killed between 30 and 60 percent of Europe’s population at the 

time.19 The continuing encroachment of man on remote areas of the world will expose 

human populations to new diseases resident in the environment. The increasing 

mobility of modern society will serve to speed the spread and magnify the effect of 

future disease outbreaks, increasing the likelihood of pandemic outbreaks that could 

serve as strategic shocks. 

In more recent history, financial shocks have occurred, such as the Great 

Depression that began in 1929 and ended with the U.S. with the entry into World War II 

in 1941. This global economic depression varied in its severity from country to country, 

but had an enormous impact on the U.S. and Europe. In the U.S., the failure of more 

than 5000 banks between 1929 and 1933 wiped out more than $7 billion in personal 
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savings. Corporate bankruptcies led to levels of unemployment that approached 25 

percent of the American work force.20 The significant contraction in the U.S. economy 

and worrisome levels of human suffering led the U.S. Government to dramatically 

reorient its priorities toward implementing programs that relieved suffering and 

attempted to stimulate recovery. The U.S. Army was involved in administering 

employment programs such as the Civilian Conservation Corps and the Public Works 

Administration. The Depression had more lasting impacts such as the rise of Keynesian 

economics as well as contributing to the conditions that set the stage for the rise of the 

National Socialist Party in Germany and the outbreak of World War II.21 

The recent global recession serves to highlight the interconnectedness and 

fragility of the modern financial system. Globalization and increasingly linked trading 

markets and national economies have both contributed to the resilience of the 

international financial system and expanded the potential risk of shock across the 

system when there is a financial shock in one nation. The linked economies and 

financial networks have improved the ability of nations and external investors to provide 

assistance when there is a market anomaly or a financial crisis in a nation. This system 

of interconnected markets and economies has also increased the risk of spreading the 

shock across the system. In the past when a nation’s economy failed, the effects were 

localized. In today’s globalized economy, other parties are able to assist in staving off 

economic failure, but may also experience the financial shocks. 

Natural disasters have, throughout human history, been the source of shocks 

that have dramatically affected empires and nations. Whether in the form of 

earthquakes, tsunamis, storms, floods, draught, or volcanic eruptions, natural disasters 
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have been either singular events or chronic conditions that have shaped the 

development of civilizations, dramatically changed economic activity, and caused the 

fall of governments. In the last century, over nine million lives were lost to flooding, and 

a flood of the Yellow River in 1931 caused the death of over four million people in China 

alone.22 

In modern history, man has increasingly had a role in causing shocks in the 

natural environment. Significant oil spills, chemical leaks, and nuclear accidents such as 

the reactor meltdown at Chernobyl have had dramatic impacts. As man’s impact on the 

environment continues to expand, particularly in the area of global warming, this will 

increasingly be a potential source for shocks.  

The United Nations Disaster Relief Organization has recognized the increasing 

combination of human behavior and natural events which contribute to the creation of 

disasters categorized as “complex disasters.”23 In addition to capturing the role 

technology may play, this categorization encompasses the magnifying role that civil 

strife and politically motivated actions can have on disasters. An example of a complex 

disaster is a significant Cholera epidemic that occurred in Uganda in 1979. The 

epidemic had significant effects in refugee camps in the nation. A civil war that year had 

displaced thousands of people into the camps. One of the primary causes of the civil 

war was an economic collapse triggered in part by a significant drought that had been 

ongoing since 1977.  

Strategic shocks created by complex disasters will increasingly present 

challenges for the international community. The 2010 Joint Operating Environment 

produced by U.S. Joint Forces Command recognized the challenges presented by the 
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intersecting trend lines of expanding populations, increased urbanization, and 

increasing incidences of extreme weather events in certain regions of the world. In 

combination, they could produce levels of human misery that may challenge the 

capabilities of already fragile states.24 Strategies to prevent or mitigate the occurrences 

of complex disasters must be multifaceted solutions to address the multiple complex 

issues at play. Having examined some of the different forms that threats of context may 

take, now let us examine how they may manifest themselves as strategic shocks. 

Freier suggests there are two distinct paths to a defense-relevant shock. The first 

is a “rapid, unanticipated arrival” at a dangerous waypoint or endpoint of a “well-

recognized and perilous trend line.”25 This would suggest some significant change has 

occurred in the environment or condition that has precipitated the arrival of the shock. 

Defense-relevant shock can also arrive by a more difficult to predict “Black Swan,” a 

label that Nassim Taleb coined and that he defines as an outlier event, beyond the 

realm of regular expectation and carrying an extreme impact. Despite its status as an 

outlier, after its occurrence there are attempts to provide a context or explanation for 

why it happened.26 Freier explains Black Swans as events that are “discontinuous 

breaks from trends altogether.”27 Black Swans will occur in the future, and despite the 

prognostications of clairvoyants, they will be shocks that occur with little to no warning. 

There is often little that can be done to prevent them. Shocks that occur as a way point 

or endpoint on a trend line can be forecasted, but forecasting and acting on the 

forecasts present challenges for decision makers. 

 The critical first step in developing an effective method of managing the gap from 

which strategic shocks originate is an institutional recognition of the threat they pose to 
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U.S. interests and national security, and a commitment to integrate consideration of 

strategic shocks into national security planning. Recent indications by policy makers 

and initial steps toward conducting scenario-based studies examining strategic shocks 

indicate that the national security establishment has begun to break from its pre-9/11 

views of national security as being focused on the purposeful threats posed by 

adversaries to a more comprehensive view of national security that incorporates the 

need to recognize and plan for threats of context.28 

 To facilitate management of the strategic gap, security leaders must systematize 

the consideration of and planning for strategic shocks in strategic planning processes. 

Max Bazerman and Michael Watkins, in their book Predictable Surprises, provide a 

useful framework for considering how we should approach the consideration of strategic 

shocks.29 They also illustrate some of the obstacles to effectively incorporating planning 

for strategic shocks. In Blindside, Francis Fukuyama covers much of the same 

intellectual territory with a specific focus on national security.30 

Defense strategy and planning have historically been very conservative. The 

DoD as an institution has focused almost exclusively on threats of purpose, and in this 

regard it has been challenged to break from convention to imagine the unconventional 

threats the nation faces in the future.  

Policy makers must develop and institutionalize systematic processes to scan the 

environment in order to gather data and conduct analysis. Because shocks could arise 

from many different sources and manifest in different ways, this will require a whole-of-

government approach to leverage the expertise resident in the different departments to 

provide a comprehensive interdisciplinary approach. In order to truly make this process 
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effective, it may be necessary to reorganize the national security system to break down 

the bureaucratic barriers that continue to exist in the interagency. The identification of 

anomalies and trends in a given area may in isolation be unremarkable, but in 

combination with other trends or data points may provide indications of the potential for 

strategic shock. The establishment of mechanisms to filter and integrate the disparate 

data flows into a holistic picture will be critical in forecasting strategic shocks. To guide 

collectors and analysts, it will be critical to visualize and develop scenarios of potential 

strategic shocks that break from current mental models, particularly those involving 

threats of context, that will enable identification of threat indicators.31 

Identification of real risks from the constant stream of background noise will 

require overcoming a number of cognitive hurdles. Humans tend to undervalue future 

risks. Given the myriad threats and crisis that the National Security Staff (NSS) deals 

with daily, there is a natural tendency to discount the future.32 Imagination and 

extrapolation into the future is critical. This is a challenge for an NSS that is focused on 

current crisis, policy development, and staff support for the president. The NSS needs 

the capability to look into the future, develop and evaluate scenarios, and design long 

term prevention or mitigation strategies. 

In analyzing potential strategic shocks, it is essential to identify trends that can be 

monitored and critical waypoints where reexamination or decision might be required. As 

trend lines become clearer and risks are better understood, it will be prudent to develop 

strategies to hedge risk. The development of hedge strategies may be very challenging 

as it may prove difficult to develop solutions to problems that have not manifested 

themselves. The development and decision to implement a hedge strategy is complex 
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and challenging. Policy makers must overcome the willingness to accept low 

probabilities of risk in the future with ill-defined costs, rather than accepting a sure cost 

now.33 It is challenging to make significant investments, particularly in a fiscally 

constrained environment, for a future benefit whose value may be marginally 

understood. Both personally and institutionally, there is a bias toward the status quo that 

must be overcome.34 Where systems still function, there is little catalyst for change other 

than leadership. 

In a world of threats and competing demands for government resources, funding 

of hedge strategies will prove challenging.35 In a political system that allocates 

resources, action often requires a constituency. In our political system, with defense 

industries that actively advocate programs that support procurement of their products, 

there may be stiff competition for the resources to prevent or mitigate potential strategic 

shocks. Other interests, both in and out of the bureaucracy, may be motivated to 

prevent or subvert hedging strategies for their own organizational or political benefit. A 

reorganization of the interagency may be one mechanism to reduce organizational 

competition for resources and establish a stronger constituency supporting hedging 

strategies. 

An effective method for overcoming some of the challenges in managing the gap 

may be to partner with Inter-Governmental Organizations (IGO) and other partner 

nations that have an interest in developing and implementing hedging strategies. An 

example of this model is the international community’s efforts to develop and implement 

a comprehensive strategy to combat global warming and deal with its effects. As 

Fukyama suggests, “Hedging against future risks…also requires collective action, 
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specifically a sharing of decision-making authority and a pooling of resources across 

organizational and international boundaries.”36 To assist in visualizing some of the 

challenges in identifying strategic shocks, actively monitoring deteriorating trend lines, 

and developing hedge strategies we will examine two scenarios for potential strategic 

shocks arising from threats of context. 

Mexican Narco-Refugees 

Scenario 

A significant deterioration in Mexican central government control over regions 

adjacent to the U.S.-Mexico border in concert with significant escalation in “narco-

violence” triggers a mass migration of Mexican nationals to the perceived “safe-haven” 

of cities on the U.S. side of the border. The magnitude of the migration exceeds the 

capabilities of the municipalities to absorb and support the influx of “narco-refugees.” 

Associated increases in “narco-violence” in U.S. municipalities taxes the capabilities of 

local law enforcement. 

Background 

Since 2006, when Mexican President Felipe Calderon declared war on Mexican 

drug cartels, there has been an escalating cycle of violence in the Mexican states along 

the U.S.-Mexican border, with over 34,000 Mexican citizens having been killed.37 In 

2012 alone, there were 12,394 deaths attributed to violence linked to organized crime.38 

The violence committed by the cartels has caused increasing levels of insecurity in 

Mexican cities and has, in many instances, caused deterioration in the capabilities of 

local and regional governments to effectively govern and secure the population against 

cartel violence. 
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In response to the escalating violence and deteriorating security situation, 

Mexican nationals have increasingly sought refuge in the U.S. While it is difficult to 

precisely measure the flow of illegal immigration the violence has caused, estimates 

suggest that the number is substantial. The Ciudad Juarez Citizens Security and 

Coexistence Observatory estimates that over 200,000 people have fled the violence in 

Ciudad Juarez alone, with over 124,000 estimated to have sought refuge in El Paso, 

Texas.39 As the level of violence in Mexico has escalated, there has also been an 

increase in the number of Mexicans requesting asylum in the U.S. 2011 saw a new high 

for such requests with 5,551, which is an increase of more than a third above 2006 

levels.40 The number of asylum requests is particularly remarkable given that there were 

no Mexican requests for asylum in the 1990s.41 Despite the increase in requests for 

asylum, the U.S. grants only a small number of the requests; for example, granting only 

165 of 2010’s 3231 Mexican requests for asylum.42 The escalating levels of violence in 

Mexico and the associated flow of Mexican nationals across the border in the U.S. 

present challenges for the U.S. 

Implications for U.S. Interests 

U.S. interests are in a stable southern neighbor that is an active trade partner 

and a partner in combating the trafficking of illegal narcotics into the U.S. The U.S. 

Government has actively supported the Government of Mexico in its fight against the 

cartels as a part of efforts to counter the smuggling and distribution of illegal narcotics to 

the U.S. Violence associated with cartel narcotics smuggling has spread throughout the 

U.S., but is particularly high in the region bordering Mexico. As violence has escalated 

in Mexican border regions, there has been a steadily growing migration of Mexican 
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citizens across the border to perceived safe-havens. U.S. interests are to control this 

migration.  

U.S. communities along the border are already experiencing the effects of the 

increased burden on both their public safety and public health systems caused by 

narco-refugees. A dramatic increase in the influx of narco-refugees that overwhelms 

local and state resources, will require national response. The challenge is in developing 

a strategy that effectively responds to the situation without undermining the authority 

and policies of the Government of Mexico. Any increase in granting of asylum requests 

provides recognition of a deteriorating situation in Mexico and may be perceived as a 

signal of a lack of confidence in the Government of Mexico’s ability to achieve a 

successful outcome regarding the cartels. U.S. interests and policies will be further 

challenged if there are indications that the Government of Mexico’s ability or will to 

continue the fight against the cartels has been compromised. There are trends we can 

monitor to provide indications of a deteriorating situation. 

Trends/Indicators 

Dr. Paul Kan in his book Cartels at War suggests a number of trends to monitor to 

provide indications of both deterioration in the ongoing conflict between drug cartels and 

the Government of Mexico and significant changes in the Government of Mexico’s 

ability or intention to sustain its present campaign against the cartels.43  

1) A sharp increase in the proportion of Mexican homicides that include  

representatives of the state.44 Historically, the victims of cartel violence have been cartel 

members, members of associated gangs, or private Mexican citizens. The intentional 

targeting of representatives of the Mexican state, to include members of the Mexican 

Armed Forces, would indicate a new form of escalation of the conflict. Incidences of 
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members of the Mexican military seeking asylum in the U.S., which has not occurred to 

date, or indications that the Mexican military has “returned to the Barracks” or 

essentially withdrawn from the campaign against the cartels would indicate both 

deterioration in Mexican Government control and that cartels have gained the upper 

hand in the conflict. 

2) A dramatic increase in the number of educated and prosperous Mexicans fleeing 

Mexico and applying for asylum in the U.S.45 This would indicate that the already poor 

security situation in some parts of Mexico is deteriorating. Whether due to narco-

violence itself or associated criminal activity such as kidnapping, this trend would signal 

that the most prosperous and productive portions of Mexican society lack confidence in 

the government’s ability to sustain or win its campaign against the cartels. 

3) A sudden decline in the Mexican economy associated with drug violence.46 The 

economy of Mexico has already suffered significant effects from drug violence. Gabriel 

Cassillas, J.P. Morgan’s chief economist for Mexico, stated that in 2010 alone, the 

country lost approximately $4 billion in investment due to companies reconsidering 

investments in Mexico because of drug related insecurity.47 Declining investment activity 

may be an indicator of a number of negative developments. Unwillingness on the part of 

multi-national corporations to invest in Mexico may be an indicator of a lack of 

confidence in the Government of Mexico’s ability to win in the conflict. Declining 

investment in Mexico reduces the number of well paying employment opportunities for 

Mexicans. Significant decline in economic opportunities may indicate reduced 

employment opportunities for Mexicans, perhaps increasingly forcing them to pursue 
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legal or illegal immigration to the U.S. or potentially pushing them into the employment 

of the cartels. 

4) A significant increase in violence aimed at national politicians in Mexico.48 An 

increase in the targeting of national level politicians would be an indicator that the 

cartels have grown more aggressive in targeting high level government officials. This 

may be a result of aggressive Government of Mexico actions toward cartels, but this 

trend must be monitored as it may be a lead indicator that the Government of Mexico is 

under increasing cartel pressure and may be susceptible to policy changes. 

5) Indications that the capital of Mexico City has become a zone of insecurity.49 To 

date Mexico City has generally experienced low levels of cartel violence and activity. 

Escalation in levels of violence in the capital may be an indicator that security in 

previously unaffected areas has deteriorated or that the cartels are either increasingly 

desperate or have become emboldened. Ongoing high levels of violence may increase 

pressure on the Government of Mexico to modify its anti-cartel strategies. 

U.S. Challenges in Developing a Strategic Response 

 Developing a strategy to prevent or mitigate the strategic shock associated with 

the scenario of a mass migration of Mexican nationals because of deteriorating security 

caused by escalating cartel violence presents significant challenges for the U.S. 

Government. 

To develop a strategy to prevent or mitigate a potential strategic shock, the first 

challenge is recognizing the potential for strategic shock. Given the decades long U.S. 

efforts to stem Mexican illegal immigration and the smuggling/trafficking of illegal drugs 

from Mexico, and the elevated levels of narco-violence that have occurred in Mexico 

since the 1990s, it may be difficult to recognize that a fundamental change in the nature 
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of the problem has occurred. It is also challenging for decision makers to recognize that 

deteriorating trends may create the potential for shock. A NSS that is focused on the 

daily management of global crises will be challenged to identify and act on a future 

shock. 

Because the effects of narco-violence and related immigration are concentrated 

in the states adjacent to the border, there are organizational and political barriers that 

must be overcome before implementing preventative or mitigating measures. The 

politicization of national immigration policy only complicates the challenges of 

recognizing and acting to prevent the potential for this strategic shock. 

The NSS must be the integrator and manager of the interagency system, a place 

where disparate trends can be monitored and integrated into a comprehensive analysis 

of threats. This requires both a willingness on the part of members of the interagency to 

share data and analysis and a capacity in the NSS to analyze trends and integrate them 

into comprehensive threat analysis. This will be critical in monitoring the trends 

associated with the potential for mass migration. Because separate departments will be 

monitoring the trends that fall in their portfolio, the NSS must be where the separate 

trends are integrated to achieve an understanding of an approaching shock that 

requires planning to develop preventative or mitigating strategies. This management 

capability is lacking in the current NSS. 

The most significant challenge in developing a strategy to prevent or mitigate this 

potential strategic shock is that it will require a whole-of-government strategy because it 

will require the synchronized actions of different elements of the government through 

the interagency system. Since the challenges of the narco-refugee scenario affect law 
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enforcement, border and immigration control, the public health system, local and state 

governments, local and national economies, national security, and relations between 

the governments of the United States and Mexico, a comprehensive response will be 

required. 

 Developing whole-of-government solutions has historically been very challenging 

for the U.S. Government. The interagency system was developed to meet Cold War 

requirements and has not been adapted to meet the new realities of today’s global 

challenges. COL (Retired) Jack LeCuyer states that the departments and agencies in 

the interagency system “continue to resist these integrative (collaborative) whole-of-

government efforts.”50 The agencies and departments jealously guard their resources 

and are resistant to linking those resources to whole-of-government plans that involve 

multi-year efforts because they have little bureaucratic incentive to do so. The NSS, 

which oversees the interagency, has little authority or ability short of presidential 

directive to lead the development of effective strategies against emerging threats 

because it “remains focused almost exclusively on policy development, staffing the 

president, and crisis management rather than the long-term strategic view”.51 

 Aside from the bureaucratic turf battles that inhibit the development of an 

effective strategy, there is also a lack of capability to conduct effective strategic 

planning. LeCuyer states that a “government-wide lack of strategic planning and 

interagency operational planning capabilities among civilian agencies” is one of the 

most cited problems of the current interagency system.52 The NSS and interagency 

must develop an effective strategic planning capability that integrates all the elements of 

national power into strategies to prevent or mitigate looming strategic shocks. 
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Conflict over Water Resources in the Jordan River Valley 

Scenario 

Rapidly expanding Arab populations in the Palestinian Territories and Kingdom of 

Jordan, in combination with increases in Israeli population due to immigration, have 

reached levels that exceed the arid region’s already scarce water resources. The 

increased water requirements due to population growth have led to significant declines 

in ground water levels in the region’s aquifers. The declining ground water levels have 

caused deterioration in water quality due to increased concentration of industrial and 

agricultural chemical contamination and contamination due to inadequate treatment of 

human waste. The Arab population bears the brunt of the effects of the water crisis due 

to Israeli control of significant portions of the water resources. Concern over water 

shortages in the Arab population and increased incidences of waterborne illnesses have 

contributed to the tensions in the region. Arab protests and acts of violence against 

Israeli settlers may serve as the catalyst for Israeli military action in the Palestinian 

territories. The Kingdom of Jordan, which shares the use of the Jordan River with Israel, 

is experiencing similar water shortage issues. The kingdom is wracked with protests 

both in the Jordanian and Palestinian refugee populations over the water shortage and 

is under pressure to take action in response.53 

Background 

The Director of National Intelligence’s “Intelligence Community Assessment of 

Global Water Security” assesses that “during the next 10 years, water problems will 

contribute to instability in states important to US national security.”54 In the Middle East 

Region, which is perhaps the world’s most water stressed region and more than 90 

percent of the useable water crosses international boundaries, it is already a source of 
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instability.55 In 1990, during a particularly dry period, King Hussein of Jordan stated that 

the only reason that might bring Jordan into a war again was water. 56 For the nations 

sharing the water resources and aquifers of the Jordan River Valley, access to and 

control of water resources has been a source tension and conflict for decades. The 

water resources shared by Israel, Jordan, the Palestinian Territories, and Syria are 

already insufficient to meet human demands for freshwater.57 The growing populations 

of the riparian states, increased industrial and agricultural consumption, in combination 

with deteriorating quality of groundwater in aquifers are increasing tensions between the 

states. In this region that has already experienced multiple conflicts between both states 

and peoples; the pursuit of a final and enduring peace settlement that meets the 

interests of all parties has lasted years. Achieving this enduring peace will be elusive 

without addressing the water resource issues in the region, which while not a direct 

source of the conflict, are a significant complicating factor. The growing tensions over 

water resources could serve as a catalyst for conflict in the region in the near future. 

The Middle East region is extremely arid and faces a constant scarcity of water 

due to meteorological, geographic, and demographic factors. The rainy season is short, 

with rainfall of 250-400mm annually, and is insufficient for meeting basic agricultural 

requirements of the region.58 The principal source of usable water for the region is the 

Jordan River and its tributaries. 

 The Jordan River is approximately 350 km long and originates from three 

tributaries with origins on the slopes of Mount Hermon; the Dan originates in Israel and 

has a total annual flow of approximately 250 million cubic meters (mcm), the Banias 

originates from the Syrian Golan Heights that Israel annexed in 1984 and has a total 
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annual flow of approximately 120 mcm, and the Hasbani, which originates in Lebanon, 

has a total annual flow of approximately 130 mcm.59 The confluence of the three 

tributaries lies inside Israel, north of Lake Huleh, and flows into Lake Tiberias (Sea of 

Galilee), which Israel uses as a reservoir for surface water storage. The Yarmuk River 

forms the border between Syria and the Kingdom of Jordan and flows westward, 

entering the Jordan River 10 miles below Lake Tiberias. The Yarmuk River has an 

annual flow of approximately 400 mcm.60 The Jordan River has a total annual flow of 

around 1300 mcm and terminates in the Dead Sea. 

In the 1950’s, the Eisenhower Administration attempted to negotiate an 

agreement on allocation of Jordan River Valley water resources between the riparian 

states. While the effort, led by Ambassador Johnston, never reached a final agreement 

signed by all parties, the water use allocations that were negotiated have been 

accepted by the riparian states that use the allocations contained in what is known as 

the Johnston Plan. 

Israel uses its National Water Carrier System to distribute the bulk of its 

allocation of Jordan River water. The network of pipeline, canals, tunnels, reservoirs, 

and pump stations originates at Lake Tiberias and transports water the length of Israel, 

approximately 130 km, to its terminus near Beersheba in the Negev Desert.61 Planned 

in the 1950s and completed in 1964, the carrier was intended to transport 340 mcm 

annually with 80 percent of the water allocated to support agriculture in the Negev 

Desert and 20 percent to be used for drinking water in Israeli cities. By the 1990s, the 

amount transported had increased to 450 mcm and the allocation had changed to 20 
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percent agricultural use and 80 percent for drinking water reflecting the dramatic 

increase in Israeli population during the period.62 

Israel and the Palestinians rely heavily on the two primary aquifers in the region. 

The Mountain Reservoir provides approximately 640 mcm of water supporting the 

central region and lies primarily under the Palestinian West Bank. The Coastal Aquifer 

provides approximately 330 mcm and supports coastal regions of Israel and the 

Palestinian Gaza Strip.63 The aquifers suffer from overutilization due to the inability of 

rainfall recharge to replenish water drawn from the aquifers. This in combination with 

sea water intrusion has caused rising salinity levels, particularly in the Coastal Aquifer. 

Both aquifers also suffer from increasing penetration of agricultural chemicals and 

pesticides and the seepage of sewage that have deteriorated the quality of the 

groundwater. Much of the deteriorating of water quantity and quality can be attributed to 

the increased usage caused by dramatic population increases in the region.64 

 Since the founding of the State of Israel in 1948, the population of the state has 

experienced a four-fold increase, growing from 2.375 million to 10.414 million in 2010.65 

The explosive population growth is due to high birth rates in the Israeli Arab and 

Palestinian population and Jewish immigration to Israel during the period. The World 

Bank projects increasing population growth in the future, estimating a population of 

12.312 million by 2050.66 The Kingdom of Jordan has experienced similar explosive 

population growth, with a population of 586,200 in 1952 growing to 4.2 million in the 

census conducted in 1995.67 Jordan’s population growth is primarily due to the influx of 

Palestinian refugees in the 1960s and the high birth rates in that population. The World 

Bank forecasts significant population growth in Jordan, projecting a population of 9.73 
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million by 2050. Such explosive population growth has severely taxed the finite water 

resources in the region. Demographic trends indicate a looming crisis in which the water 

resources will no longer support the region’s population. 

 The Israeli control of water resources coupled with disparities in levels of water 

use between Israelis and Palestinian and Arab populations serve to heighten tensions. 

The Israelis, despite transferring limited authority to the Palestinian Authority in the 1995 

Interim Agreement on the West Bank and the Gaza Strip, continue to exercise complete 

control of the water resources in those areas, and have prohibited the development of 

additional wells and water infrastructure. This lack of development of water resources in 

Palestinian areas for Palestinian consumption has resulted in dramatic disparities in 

consumption, with Israelis consuming on average 3 to 4 times per capita the water that 

is available to Palestinians.68 The unfettered Israeli water consumption, particularly by 

the controversial settlers in Palestinian areas, in the face of Palestinian privation is a 

source of resentment and hostility between the two peoples. 

 The result is a classic story of supply and demand. The region is experiencing a 

declining usable supply of water in the face of rapidly growing demand. Given the 

historical animosity between the peoples and their past history of conflict, the increasing 

strain over water suggests that a shock is on the horizon if nothing is done. 

Implications for U.S. Interests 

The U.S. interest in the region is in maintaining stability and supporting our 

strategic partners, Israel and the Kingdom of Jordan. The U.S. has played an active role 

in the region for decades, mediating during conflicts and brokering peace negotiations in 

an attempt to achieve a final and lasting peace. Israel and Jordan are both U.S. trade 

partners as well as partners in maintaining stability in the region. 
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The unresolved conflict between Israel and the Palestinians, and U.S. support for 

the defense of Israel are complicating factors in U.S. efforts to maintain stability in the 

greater Middle East. The U.S. efforts to facilitate a peace settlement between Israel and 

the Palestinians have made little progress in recent years.  

As environmental conditions in the region deteriorate and competition for access 

and control over water resources increase, the parties affected will look to the U.S. for 

assistance in mediating disagreements and for assistance in developing and resourcing 

solutions to the problem. Should the situation grow more acute and lead to conflict, the 

world will expect the U.S. to play a central role in reestablishing peace and developing 

solutions to address regional environmental challenges. 

Trends/Indicators 

There are a number of trends that can be monitored to determine whether the 

competition for water resources is reaching crisis levels in the region and may perhaps 

lead to conflict. 

1) A significant decrease in rainfall. Rainfall in the region varies from 900-1500 mm 

per year in the Upper Jordan Valley to a mere trace in the region of the Dead Sea. A 

protracted decline in rainfall would not only affect the quantity of surface water flowing 

into the Jordan River, but also affect the groundwater available to recharge 

underground aquifers. The already stressed aquifers would experience a further 

deterioration in water availability and water quality. The overall quantity of water 

available for human use would decrease and might drive states to act to protect their 

populations and interests. 

2) Indications of significant modification or development of water management 

infrastructure without multilateral consultation. An attempt by a state in the region to 
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change the status quo of water resource access and control in their favor at the 

disadvantage of other parties in the region would exacerbate the tensions over water 

resources. Arab efforts in the 1960s to divert significant amounts of water from the 

Jordan River caused Israeli leaders to warn that continuity of water flow was a vital 

national interest, and caused the Israelis to attack the work sites of water projects 

several times between 1965 and 1967.69 

3) Acts of sabotage against water management infrastructure. Given the critical role 

that water management infrastructure plays in enabling regional governments to meet 

their populations’ water requirements, any attacks on that infrastructure could be 

construed as an act of war and would likely trigger actions in response. Incidents of 

sabotage and actions in response could quickly escalate into a broader conflict in the 

region. 

4) Uncoordinated deviations from the Johnston Plan that established water usage 

levels for the Jordan River. Unilateral action to increase usage levels would come at the 

expense of the other riparian states and would illicit protests and possibly military action 

in response. Actions that endanger other states’ ability to meet their populations’ needs 

would result in enormous pressure on governments to take action.  

5) Heightened levels of salinization and/or contamination of ground water. Annual 

usage of ground water exceeds the annual recharge in the two regional aquifers, and 

the resulting decline in groundwater levels has caused deteriorating water quality in 

both aquifers due to increased salinity and concentration of contaminants. Further 

degradation could signal impending conflict.  
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6) Increased levels of popular protest over water related issues. Increased levels of 

protest over access to water or water quality concerns would be a leading indicator that 

stresses over access to water is approaching a crisis level in the region, and might 

presage government action to change the water control paradigm. 

U.S. Challenges in Developing a Strategic Response 

 Developing a strategic response to the scenario of conflict in the Middle East 

over water resources provides significant challenges for the U.S. Government. The U.S. 

Government has struggled for decades to broker a sustainable peace in this volatile, 

conflict filled region. A response to conflict over water resources would require new 

approaches, since past diplomatic efforts for peace have been focused on addressing 

other issues. 

 In this region that has had numerous wars in recent decades, it is easy to view 

the problem as one between two peoples over land and sovereignty. It is difficult for 

outsiders to recognize the role that competition for the finite water resources plays in the 

region. Understanding the critical role that water resources play in the conflict is 

essential to developing a lasting solution in the region. 

 Understanding the problem and the potential shock it might generate does not 

necessarily entail recognition of the need for a U.S. role in developing a solution. It is 

possible to minimize the need for a U.S. role in developing a solution to the challenge of 

water resources in the Middle East, but this would ignore the interconnection of the 

water and peace issues and the effect that the ongoing Israeli-Palestinian conflict, and 

the U.S. role in it, has on U.S. relations in this important region. The possible 

catastrophic effects of an expansion of the conflict to the greater region, as seen in the 

wars fought in the 1960s and 1970s and the possibility of the use of nuclear weapons 
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should spur U.S. interest in developing a strategy that maintains the peace. Given the 

preeminent role the U.S. plays in world affairs and in the region, U.S. leadership would 

be required to develop a solution. 

 Developing a strategy to address the competition over water resources is truly 

challenging. In an area where consumption exceeds the supply and ground water 

resources are being gradually diminished, it will be challenging to develop solutions that 

meet the needs of all parties. Clearly the solution must provide equitable access to 

available resources, but this does not resolve the problem of inadequate resources. Any 

strategy to address the resource challenge will, in the end, have to expand the 

availability of water to both populations. There are possible solutions that have been 

proposed such as the diversion of water from the Nile River or the transport via pipeline 

of water from Turkey, but either solution would be a complex technical and diplomatic 

undertaking that would come at significant cost. 

 Any strategy to resolve the water resource challenge in the region would require 

an integrated whole-of government approach. The NSS would have to harness and 

integrate the efforts of the State Department, USAID, the Department of Defense, the 

Department of the Treasury, and coordinate the efforts with the United Nations. Clearly, 

bringing the Israelis, Palestinians, Jordanians, and other necessary states into the 

planning effort would be challenging but essential. This complex problem will require a 

complex solution with the expenditure of significant effort and resources. It is an effort 

that many assess our NSS as being unprepared to undertake. The NSS would require 

authorities and resources that it does not currently have in order to initiate and sustain 

such an undertaking. 
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Gaining the participation of the large cast of U.S. Government agencies and 

departments and the other nations and International Organizations, to attempt to 

prevent or mitigate a potential strategic shock, no matter how obvious the impending 

shock is, will be a challenge. It would require the investment by the president of 

significant political capital merely to get all the actors to the table. It will require the 

breaking of organizational and national obstacles to develop a comprehensive strategy. 

Any effort by the U.S. Government of this magnitude would require the support of 

the Congress and the American people. In an era when few recall how the Middle East 

conflicts of the 1960s and 1970s affected the geo-politics of the day and heightened 

tensions to the brink of war between the super-powers, it will be difficult to garner 

support. Given the political division in U.S. politics and the economic challenges our 

government and society face, convincing the Congress and U.S. public of the need for 

U.S. action will be a tough sell. Given the power that the Israeli lobby wields in 

Congress, it is easy to anticipate special interest groups attempting to avert any U.S. 

action. For those unable to see the consequences of future strategic shock in the Middle 

East, there seems little catalyst to change the status quo in this trouble region. 

Changing the Status Quo 

To effectively forecast, plan for, and manage strategies to prevent or mitigate 

future strategic shocks, particularly those arising from threats of context, it is clear that 

change is required in the U.S. national security establishment. We have seen in our 

examinations of strategic shock scenarios that the U.S. Government lacks an effective 

strategic planning process for national security. It lacks an interagency process that is 

able to effectively assess the future challenges of the international strategic 

environment and develop and manage whole-of-government strategies to address 
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those challenges. Many have studied and written on the problem, including the Project 

on National Security Reform (PNSR),70 Colonel (Retired) Jack LeCuyer, and former 

Deputy Assistant Secretary of Defense for Strategy Michele Flournoy, and their writings 

provide a number of recommendations to change the status quo and prepare the U.S. 

for the many challenges presented by the complex security environment of the future, 

particularly emerging strategic shocks. 

The redesign of the U.S. national security establishment to improve its 

effectiveness is a significant undertaking. The PNSR has conducted a thoughtful and 

comprehensive analysis of the national security establishment and provided 

recommendations in its publications Forging a New Shield, Turning Ideas into Action, 

and The Power of People: Building an Integrated National Security Professional System 

for the 21st Century.71 Their important recommendations are too extensive to cover in 

this study, but do directly address the deficiencies in the national security establishment 

that were identified in the examination of the strategic shock scenarios above. The most 

important avenues for action are discussed below. 

As a nation we must fundamentally redefine national security. We must step 

away from our Cold War lineage that defined national security in the context of a military 

foe. We must expand our construct of national security to include the myriad threats 

found in today’s volatile, uncertain, complex, and ambiguous environment, to include 

consideration of the disruptions posed by potential strategic shocks such as pandemics, 

natural disasters, financial contagion, and climate change. 

We must recognize that to effectively plan for and manage the newly expanded 

portfolio of national security threats; we must design processes that support the 
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development and implementation of whole-of-government solutions. Only by harnessing 

and integrating the efforts of all government departments and agencies will we be able 

to identify future over the horizon threats. Our nation requires mechanisms to develop 

the interagency system into one with the requisite authorities and capabilities to prepare 

for and respond to future potential threats. To achieve improvements in the interagency 

system, the NSS must be reengineered and professionalized. 

The NSS must evolve beyond its advisory role to the president to effectively 

serve as the manager of national security. In additional to expanding its ability to 

manage crisis, it must develop the ability to effectively scan the national security 

environment and forecast future threats. Only with expanded capabilities will the NSS 

be able to conduct analysis on future threat scenarios, identify and monitor trends, and 

conduct effective risk assessment that can then drive strategic planning. 

Central to doing all this is redesigning our resource allocation mechanisms to 

break down bureaucratic barriers within departments and agencies and incentivize 

active support for the interagency process and make it as responsive and integrated as 

it needs to be. 

Conclusion 

The national security environment has grown increasing volatile, uncertain, 

complex, and ambiguous with threats no longer arising solely from traditional military 

foes. Increasingly, threats to national security will be unconventional threats of context 

that arise from the environment. These threats will include dangerous strategic shocks 

with catastrophic effects that require the rapid reorientation of national priorities. In order 

to effectively plan for and respond to these threats, an integrated whole-of-government 

response will be required. 
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Effective whole-of-government planning for and response to strategic shocks is a 

challenging undertaking, one for which our nation is currently ill-prepared. The U.S. 

National Security Staff, and the interagency process it oversees, require significant 

reengineering to provide it the requisite authorities and capabilities to effectively 

manage our nation’s future security challenges. 
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